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1. Introduction 
There are occasions when members of staff need to complete work at home.  This could 
involve taking pupil books home to mark, completing lesson plans or logging into the school 
network to catch up on emails etc.  When working at home, staff may also need access to 
records held electronically.  
This document provides staff with best practice guidance on areas to consider to ensure              
they are compliant with the requirements of the Data Protection Act (2018), outlining the              
UK’s implementation of the General Data Protection Regulation (GDPR), and not putting            
themselves or the school at any risk. 
It must be remembered that GDPR applies to those who are working at home/in homes and                
using mobile devices just as it does to those who are working within a school building. 
 
2. Risks 
The sixth data protection principle (Data Protection Act 2018) 
The sixth data protection principle is that personal data processed for any of the law 
enforcement purposes must be so processed in a manner that ensures appropriate security 
of the personal data, using appropriate technical or organisational measures (and, in this 
principle, “appropriate security” includes protection against unauthorised or unlawful 
processing and against accidental loss, destruction or damage).  
 
The School needs to consider the value of Home Working for members of staff against the                
risks.  For example: 

● Loss / Theft of equipment or data 
● Loss / Theft of Manual files 

 
The main issue when working in homes is that it presents security problems.  For example: 

● The average home is very easy to burgle or it may be unoccupied part of the time                 
which could result in the theft of equipment or information e.g. iPads, memory sticks 

● Family members or visitors to the home may gain access to school equipment or              
information 

● In nearly every case, it will be more important to protect the information rather than               
the equipment.  

 
3. Consequences  
Any information relating to an individual i.e. pupil, parent, member of staff, that is lost, stolen 
or disclosed to an unauthorised person has to be treated as an information security incident.  
Staff must notify the appropriate member of staff immediately of loss or suspicion of loss of 
any confidential information or inappropriate disclosure to ensure that appropriate action is 
taken to investigate and manage such incidents. 
The consequences of this incident will vary based on the nature of the information which has 
been lost / stolen. There may be safeguarding implications i.e. if it is a looked after child, or 
the loss of sensitive personal data may lead to a monetary penalty of up to 20 million euros 
(or equivalent in sterling) being served on the school by the Information Commissioner. 
As well as the School, individual members of staff can also be prosecuted for unlawful action                
under the Data Protection Act 2018. Fines could result if information is processed about              
other people without their consent or proper authorisation from the School. You could even              
be committing an offence by sharing information with other members of staff who do not               
need the details to carry out their legitimate School duties.  
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4. Personal Responsibility & Accountability 
Each member of staff has a personal responsibility to ensure that information is kept safe 
and secure at all times. 
Whilst working at home/in a pupil’s home, all staff must still comply with any school policies                
or procedures and any breach of these procedures will result in the same action as if it had                  
occurred within school. 
It is essential that any member of staff working from home/in a pupil’s home is aware of the                  
relevant school policies e.g. Data Protection Policy, Information Security Policy and Home            
Working Policy and completed the online training on Data Protection and Information            
Security. 
 
5. Home Working Arrangements 
When working from /in a pupil’s home consideration needs to be given to the following: 

● What information is required? -  Whenever you are contemplating removing 
information from school consider exactly what information is needed. Staff should not 
remove the pupil files. Home teachers must be particularly careful to ensure they are 
not carrying unnecessary information about the child/home/family. Referral forms and 
medical letters should not be removed from the centre or copies taken. 

● Recording - If removing paper records ensure a record is kept of any information 
taken out of and returned to the school. This way it will be clear who has what 
information and for what purpose. In the event of a breach, this can help in identifying 
exactly what information has been compromised and how the impact can be 
managed.  

● Format - If the information is in hard copy, would it be possible to take an electronic 
copy? This way the information will be stored on an encrypted device and if lost or 
stolen, will cause no impact on any named individual. 

● Transit - When on route to or from home or moving between pupil’s homes, you 
must ensure information is secure. Do not leave paper records, laptops etc on the 
seats of vehicles. Always store them in a secure place e.g. the boot of your car and 
keep it locked.  Consider the use of secure and lockable cases for the transportation 
of documentation. Go straight home and remove the information from the car, before 
going on to the shops etc. 

● Never leave papers, files or any device in the car overnight. Always keep the 
information or device secure in your house. It is also advisable not to keep the paper 
records with the electronic device. In the event of a burglary, a thief will target 
electronic devices and therefore by keeping paper records separate this will reduce 
the impact of any theft. 

● Location – When working at home, ensure the location is suitable and away from 
other members of the household. This will help prevent any unauthorised access to 
paper or electronic records. Viewing information on a screen is “processing” and 
unauthorised people reading a screen containing personal information would be 
classed as unlawful obtaining or disclosure.  

● When working in pupil’s homes ensure that any information concerning other pupils 
is secure and could not be accessed / seen by the pupil or their family. Information 
relating to other pupils must be kept in a clearly defined folder/wallet or bag to ensure 
it will be noticed and could not be left behind. 

● Paper documents/files - should be locked away in brief cases or secure filing             
cabinets when not in use. Prints should be collected from printers as soon as they               
are produced and not left where they can be casually read.  

● Computers and mobile devices should be password protected. When not in use they             
should be switched off. If only leaving the computer for a short period, ensure the               
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screen lock is activated. Sometimes short interruptions turn into long ones and the             
personal information should be protected during the absence of the authorised user. 

● Equipment should not be left where it would attract the interests of the opportunist              
thief. In the home it should also be located out of sight of the casual visitor e.g. not                  
left in the hallway.  

● Home teachers should never leave equipment in pupil’s homes unless it is            
authorised by Cherry Tree and all necessary agreements have been signed by the             
pupil and their family (For example a laptop is loaned and the loan agreement              
signed). 

● It is appreciated there will be times when there will be a need to work from home. 
● If your school has provided you with an appropriate device, then this should be used               

in preference to your own home device. For example, schools in DGfL can log into               
the school network remotely using RM’s CC4 Anywhere software which is a Citrix             
secure Virtual Private Network (VPN). Alternatively, documents can be uploaded to           
the Microsoft One Drive which has an encrypted connection. 

● Any member of staff who works from home and uses their own ICT equipment must               
not hold any database, or carry out any processing of personal information relating to              
the School. This would include emailing personal information to a private email            
address to be accessed later through non-school equipment. If a shared home            
computer is going to be used to e.g. access the school MIS etc consideration needs               
to be given to the digital footprint that is going to be left e.g. cached files etc on the                   
shared computer and any trace of these must be removed. 

● Home teachers should never use their own ICT equipment in pupil’s homes. They             
should only use equipment supplied by Cherry Tree Learning Centre with           
appropriate security measures applied. 

● Never disclose information about an individual to other members of the family,            
friends or any other individual who does not have a need to know it. 

● Home teachers should never disclose information about other pupils supported by           
Cherry Tree Learning Centre. 
 
 

6. Disposal of Paper, Media and Equipment 
Equipment that is no longer in use must be disposed of via the process that the school has                  
in place. 
Any paper documents containing personal information which are no longer required should            
be disposed of under secure conditions. Paper items containing personal or sensitive data             
must not be placed in household rubbish unless they have first been shredded via a cross                
cut shredder. 
 
............................................................................................................................................... 
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I can confirm that I have read the document ‘Home Working Best Practice             
Guidelines’  and agree to comply with the guidance.  
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